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1 RESEARCH 

1.1 What is Cloud Computing? 

In their book on the topic (Mahmood and Zaigham, 2017, p. 9) suggests that 

the basic concept behind cloud computing is that equipment, software and 

services are rented from a service provider (also known as vendor). Reducing 

the need for traditional in-house options, which would require the installation 

of costly servers and recruitment of on-site support staff.  

The NIST Definition of Cloud Computing (Mell and Grance, 2011) outlines the 

that the cloud computing model comprises of three parts, essential 

characteristics, service models (also referred to as cloud offers or cloud 

computing offerings) and deployment models.  

1.1.1 Essential Characteristics 

The five essential characteristics as follows: 

• On-demand self-service: An automated service which can be 

managed by a consumer via an interface such as a control panel or 

web portal. 

• Broad network access: Provide access to cloud services through a 

standardised network interface, which can distribute content to many 

different platforms (mobile, tablets, laptops, etc). 

• Resource pooling: Consumers should be able to manage resources 

such as storage, processing, memory and network bandwidth to match 

their needs. For example, choosing the location where data should be 

stored from a list of available data centres.  

• Rapid elasticity: Resources should be able to rapidly and massively 

scale up or down based on the demand for a consumer service. 

• Measured service: The data usage by consumer resources is 

monitored and can be controlled, allowing the vendor or service 

provider to charge based on actual usage, rather than a set amount per 

billing cycle.  
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1.1.2 Service Models / Cloud Offers 

IBM (2017) provide further understanding on how service models are 

categorised by these three models:  

• Infrastructure as a Service (IaaS): Vendors provide pay as you go 

access to servers, storage, network and many other infrastructural 

resources in the cloud. Allowing consumers to deploy virtual machines, 

where they can use their own operating systems, applications and 

possibly have limited control of network components, such as a 

firewall. 

• Platform as a Service (PaaS): Cloud vendor provides access to cloud-

based environments and manage security, operating systems and 

backups. Consumers can focus on developing, managing and 

deploying their applications.  

• Software as a Service (SaaS): A vendor provides consumers with 

software and applications, the vendor installs, manages and upgrades 

the software. Consumers do not need to install applications on their 

local drive, they access them on a cloud based network, through the 

web or via an Application Programming Interface (API). 

Klaffenbach, Damaschke and Michalski (2017, pg. 8) provide a comparison 

(fig. 1) of service model responsibilities which may help understanding how 

each service model compares with an in-house option. 
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1.1.3 Deployment Models 

In their book (Salam, Ul Haq and Gilani, 2015, p. 288-290) provide a clearer 

understanding of the deployment models: 

• Private cloud: “Private clouds reside on a private network that is 

owned, managed, and operated by the organization itself.” 

o Pros:  

 Greater control over security, because they have control 

over the network firewall. 

 Ability to manage the physical machines, offering 

opportunities to improve performance, efficiency and 

reduce costs. 

o Cons: 

 Expensive to set-up 

 Equipment operation and maintenance costs. 

 Employment of cloud architect and engineers. 

• Community cloud: This type of cloud “is a partnership between 

related organizations, such as governmental or educational institutions, 

to share cloud computing resources for a focused purpose (such as 

research projects).” 

o Pros:  

 Shared resources, allowing for collaboration.  

 Savings on set-up, operational and maintenance costs. 

o Cons:  

 Reduced internal security and privacy policies. 

 Complicated infrastructure due to separate parts being 

managed by each organisation. 

 Possible delays and downtime after installation of new 

hardware or software should troubleshooting and 

diagnostics be required. 

• Public cloud: “Public clouds reside over host data center resources 

and are accessible to registered and paying users from anywhere in 

the world. This is the deployment model that commonly represents 

cloud computing.” 
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o Pros:  

 Cloud provider will manage software and hardware. 

 Major cost savings for organisations and consumers. 

 Almost unlimited scalability with readily available 

resources. 

o Cons:  

 Lack of intellectual property (IP) and data control.  

 Limited security and privacy policies. 

• Hybrid cloud: “Hybrid clouds are provisioned by combining one or 

more cloud models, providing access to multiple infrastructures bridged 

together by standard or proprietary technologies.” 

o Pros:  

 Gain the cost benefits of a public or community clouds for 

external services, whilst being able to switch to a more 

secure cloud when working with confidential or sensitive 

information. 

 Regain control over security and privacy policies. 

 Provisioning, as well as migration of applications and 

data between various platforms as required. 

o Cons:  

 Compatibility between the two or more platforms can 

cause issues and prevent seamless operation. 

1.2 Azure Cloud Computing Platform 

Microsoft (2018o) describes The Azure Cloud Computing Platform (Azure) as 

“a comprehensive set of cloud services that developers and IT professionals 

use to build, deploy and manage applications through our global network of 

data centres”. 

Azure operates as a public cloud (Microsoft, 2018k), offering all three service 

models as Klaffenbach, Damaschke and Michalski (2017) highlight: 

• Infrastructure as a Service (IaaS): 

o Virtual Machines – Linux or Windows based VM service. 



8 
 

o Virtual Networks – Securely connect resources together 

including access to an on-site network using an IPsec VPN or 

Azure ExpressRoute (Microsoft, 2018). 

o Container Services – A tool to organise and manage clusters of 

services. 

o Storage Accounts – Cloud data storage. 

• Platform as a Service (PaaS): 

o Cloud Services (classic) – Application and APIs. 

o App Services – Web, mobile, API applications and SQL 

databases. 

• Software as a Service (SaaS): 

o Active Directory – Access to content managed applications for 

use in-house and remotely via a single sign-on. 

Microsoft AppSource (Microsoft, 2018l) allows developers to create and 

manage SaaS apps, which could also be included in the Active Directory.  

Azure can be accessed via a secured web portal, providing consumers with 

access to all usable services, available at: https://portal.azure.com/ (see fig. 

2). 

 

fig. 2 – Microsoft Azure consumer portal (Microsoft, 2018i). 

https://portal.azure.com/
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Azure is available in 140 countries, including 42 regions and supports 17 

languages (Microsoft, 2018h). There are currently thirty-three data centres, 

with more planned for the future (see fig 3.). 

 

fig. 3 – Microsoft data centre map (Microsoft, 2018q). 
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2 CONSIDERATIONS 

2.1 Requirements 

Within ICA Part One there were four elements, comprised of two web apps, 

an API app and a web site. Each element has various requirements, which 

are outlined below: 

2.1.1 Task 1 – Web App 

Task 1 is a web application with dependencies for a class library 

(HebbraCoDbfModel), which in turn will connect to an SQL database to store 

business unit and staff details. A method for storing an image during the 

creation of, and possibly when updating staff details would be required. 

2.1.2 Task 2 – API App 

Task 2 is an API application with the same dependencies as Task 1, it will 

need to retrieve data from the SQL database. 

2.1.3 Task 3 – Website 

Task 3 is a website which cannot have dependencies, though it will require 

access to the API app once hosted. 

2.1.4 Task 4 – Web App 

Task 4 is a web application with dependencies for several class libraries 

(Task4.Cache, Task4.Core, Task4.Data, Task4.Service) some of which will 

connect to a separate SQL database. This is to store business unit and staff 

details obtained from the API app, as well as skills data from a WCF service 

and then handle relational data between staff and skills. 

2.2 Azure Products 

Azure can easily cater for the requirements of each task from ICA Part One, 

the following details the products Azure can provide to serve these needs. 
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2.2.1 SQL Databases 

According to Microsoft (2018m), SQL Databases are “the intelligent, fully 

managed relational cloud database service built for developers”. These 

provide cloud based databases that the apps can communicate with to 

manage stored information. 

2.2.2 App Service 

The App Service allows consumers the ability to “Quickly build, deploy and 

scale enterprise-grade web, mobile and API apps running on any platform.” 

(Microsoft, 2018b). This offers a wide range of apps, including, but not limited 

to web apps, API apps, mobile apps and application frameworks.  

2.2.3 Storage Account 

Within the documentation (Microsoft, 2018e) Azure Storage is described as a 

“cloud service that provides storage that is highly available, secure, durable, 

scalable, and redundant”. This covers several types of storage including File, 

Disk, Blob, Queue, Table and Archive. 

2.3 Unit 1 Recommendations 

Recommendations and reasoning behind these are outlined below. These 

decisions are based on each task’s requirements and the services available 

from Azure. 

2.3.1 Task 1 – Web App 

This web application would require the following:  

• SQL database -  A PaaS service which provides a location to store 

information and allow the code first tables to be created. 

• App Service – Web app – A PaaS service which will provide a location 

to host and run the application as well as making it accessible via the 

web. 

• Storage Account – A PaaS service providing a location to store staff 

images. 
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2.3.2 Task 2 – API App 

This API application will need the following: 

• App Service – API app – A PaaS service that is like the Web App, but 

is designed for API apps. This will provide a location to host and run 

the application as well as making it accessible via the web. 

This API would use the same SQL Database which was set up for Task 1. 

2.3.3 Task 3 – Website 

• App Service – Web app – A PaaS service which will provide a location 

to host and run the application as well as making it accessible via the 

web. Whilst this is only a static web page, it would still be a cost effect 

solution. 

2.3.4 Task 4 – Web App 

• SQL database -  A PaaS service which provides a location to store 

information and allow the code first tables to be created. 

• App Service – Web app – A PaaS service which will provide a location 

to host and run the application as well as making it accessible via the 

web. 

 



13 
 

3 DEPLOYMENT 

Using the Azure Portal and where appropriate making changes to the app 

code. The following steps would allow the applications to be deployed in the 

cloud:  

3.1 Subscription 

Before anything else can be created, a subscription must be set up, so that 

any service usage can be paid for, to do this follow these instructions: 

1. Click on the Cost Management and Billing tool, located on the left side 

panel. 

2. Click on subscription in the first blade. 

3. Click on new subscription at the top of the main panel. 

4. Follow instructions to setup a new subscription. 

3.2 SQL Databases 

ICA Part One requires two databases, firstly for Task 1 and 2, then a separate 

one for Task 4, this can be done in the SQL database tool: 

1. Click on SQL databases on the left panel. 

2. Click on Add at the top of the main panel or Create SQL databases in 

the centre of the same panel. 

3. Fill in the required fields and click on create. 

4. Once deployed, repeat from step 1 for the second database. 

3.3 Storage Account 

Task 1 needs a place to store images uploaded during staff creation and 

modification, this comes in the form of a storage account, follow these steps 

to set it up: 

1. Click on Storage accounts on the left panel. 

2. Click on Add at the top of the main panel or Create Storage accounts in 

the centre of the same panel. 

3. Enter a name for the storage account. 

4. Choose Resource manager for the deployment model. 
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5. StorageV2 (general purpose v2) as the account kind, this will enable 

access to any data type including Blob, which will be used for image 

uploads. 

6. Choose preferred performance tier.  

7. Decide on a replication mode (Microsoft, 2017b):  

a. Locally-redundant storage (LRS) will make 3 copies of your 

data, but only store this in one location. 

b. Geo-redundant storage (GRS) will make 6 copies of your data 

and store half of them in another location. This helps to prevent 

against the loss of data during a catastrophic event. 

c. Read-access geo-redundant storage (RA-GRS) this does the 

same as GRS, however this allows access to read the data from 

the second location if needed. This second set of data is read 

only, and the application will need to manage which endpoint it 

is interacting with in this mode. 

8. Select Access tier, the image data is likely to be accessed frequently, 

so hot would be best (Microsoft, 2017a). 

9. Decide if secure transfer of data will be required, this will depend on if 

the transferred data is confidential or sensitive. 

10. Type in a name for the resource group. 

11. Select a data centre location. 

12. Click on create. 

The code in the app would need to be adjusted to enable uploads to the 

storage, however once done images would be accessible via a link like this: 

http://storagename.core.windows.net/container/image.jpg 

3.4 Service Apps 

Service apps for the Web and API apps as well as the website, using Visual 

Studio publish each of the applications to Azure: 

1. Load Visual Studio 

2. Update any code required to use other services including the database 

and storage. 

3. Build if required. 

http://storagename.core.windows.net/container/image.jpg
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4. Right click on an app in the Solution Explorer. 

5. Click on Publish… 

6. Select Microsoft Azure App Service. 

7. Select Create New 

8. Click Publish. 

9. Sign in if required. 

10. Choose an app name. 

11. If API Application, then click on Change Type and select API App. 

12. Select the appropriate subscription, resource group and service plan. 

13. Click Create. 

Repeat these steps for each of the apps, the library services will compile with 

the apps where required. 

This these steps followed, and the app code updated correctly it should now 

be online available via http://appname.azurewebsites.net/. 

 

http://appname.azurewebsites.net/
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